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Peas and Carrots
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Background

® No single forensic discipline can give a complete view
of an incident

® [everaging multiple disciplines can give comprehensive
visibility
® [ncidents are multifaceted...

...analysis must be as well
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The Plan

® Associate both iPhones to wireless access point
® Tap and record all network traffic
® Conduct typical activity on both iPhones

® Filesystem dump from one iPhone

ethrk traffic examination from all traffic
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The Setup

192.168.1.3
+1-703-424-xxxx

192.168.1.2
+1-703-628-xxxx

Hardware

192.168.1.1
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Evidence Used

Device-based Network-based
® iPhone filesystem dump ® NetFlow
® | ogical acquisition e Statistical traffic abstraction:

® Best method for non- all metadata — no content

jailbroken iOS devices with e Full packet capture

A5+ chip
e Doesn't provide access to all ° ALL cont.entt.of network
the data... communications

® PassiveDNS logs

® ASCII logs detailing all DNS
queries and responses

© 2015 Smarter Forensics, LLC and Lewe




Filesystem Dump

v B Images
> b &5 Memory Ranges
4 (I File Systems
4 (5 Heather Mahalik's iPhone (4546 files, 1,741,188 K8)
b [E Applications (1852 files, 135,044 KB)
b 5 com.applexpclaunchd (2 files, 1 KB)
b B Health (3 files, 17,739 KB)
————— 4 [ Library (1853 files, 1,126,599 KB)
b 5 Accounts (1 file, 200 KB)
b [ AddressBook (2 files, 4,644 KB)
b [ BackBoard (1 file, 129 KB)
b [5 BulletinBoard (4 files, 132 KB)
b = Caches (5 files, 195 KB)
b B Calendar (2 files, 3,360 K8)
The b B3 CallHistory (1 file. 36 KB)
b [ CallHistoryDB (3 files, 56 KB)
. [ CallHistoryTransactions (0 files, 0 K8)
eVIdence b 5 com.appleitunesstored (10 files, 432 KB)
e b [ ConfigurationProfiles (12 files, 40 KB)
b B Cookies (56 files, 9,878 KB)
b 5 DataAccess (6 files, 10 KB}
b [5 Databases (2 files, 212 KB)
b [ DeviceRegistry (455 files, 31,666 KB)
b 5 DeviceRegistry.state (3 files, 6 KB)
[E homed (0 files, 0 KB)
b B Keyboard (3 files, 144 KB)
b 5 Mail (3 files, 1,260 KB) p

D5 A dakilaDloabansh (1 &l 16 VDL

——
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Passive DNS

® Broad scoping — protocol-agnostic view of all activity

® 1436372003.80227411192.168.1.211192.168.1.1] |
IN| |apple.com. | |A||17.178.96.59]11998]| |1

® 192.168.1.3 (iPhone 5s): 59 total domains

® 58x google.com, 29x apple.com, 10x amazon.com, 8x
twitter.com, 8x facebook.com, 6x icloud.com, 3x
pinterest.com, 1x Smarter Forensics.com

® 192.168.1.2 (iPhone 6): 36 total domains

® 21x instagram.com, 15x pubnub.com, 14x apple.com, 13x
facebook.com, 6x icloud.com, 3x nest.com, 2x tripit.com,
1x identityvector.com ’
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FaceTime Audio Call on WIFI

e Started 16:33:14, 24 sec
® +1-703-424-xxxx to +1-703-628-xxxx

® Call is tracked by iOS and stored in CallHistory.storedata
e Status flag reflects WiFi FaceTime audio call

® Forensic tools show expected results
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IOS FaceTime Traces

E5 Library (1853 files, 1,126,599 KB)
b 55 Accounts (1 file, 200 KB)
b B AddressBook (2 files, 4,644 KB)
b &5 BackBoard (1 file, 129 KB)
b £ BulletinBoard (4 files, 132 KB)
b B Caches (5 files, 195 KB)
b & Calendar (2 files, 3,360 KB)
4 = CallHistory (1 file, 36 KB)
) call_history.db
4 = CallHistoryDB (3 files, 56 KB)
J B CallHistoryTemp.storedata
[3 com.apple.callhistory.databaselnfo.plist

48A457.37 458065926.390187

i 0

Tl 352189
v - 145027 304258
' |458001610.195131 11504921
vl

<



Network FaceTime Artifacts

$ nfdump -R .
seen

Date first

2015-07-08
2015-07-08
2015-07-08
2015-07-08

16:
16:
16:
16:

33:
33:
33:
33:

'2015/07/08.16:33:10-2015/07/08.16:33:45"

Duration
.06l
.165
.036
.031

14
14
14
14

.261
.277
.282
.284

o

Src IP Adde
192.168.1.3
192.168.1.1
192.168.1.3
23.207.44 .52

1

Dst IP Addr
192.168.1.1
192.168.1.3
23.207.44 .52
192.168.1.3

O tstart -A srcip,dstip
Bytes

293
573
417
560

bps
38426
27781
92666
144516

Bpp Flows
73
143
59
112

2015-07-08 16:33:14.313
2015-07-08 16:33:14.320
2015-07-08 16:33:14.350
2015-07-08 16:33:14.424
2015-07-08 16:33:14.452
2015-07-08 16:33:14.458
2015-07-08 16:33:14.500
2015-07-08 16:33:14.502
2015-07-08 16:33:14.502
2015-07-08 16:33:14.508
2015-07-08 16:33:14.509

.120 192.168.
.120 204.0.4.
.471 192.168.
.173 192.168.
.825 192.168.
.769 192.168.
.825 17.154.239.
.775 192.168. 209.94.244.140
.267 209.94.244. 192.168.1.3
.767 17.154.239.223 192.168.1.3
.086 17.178.104.63 192.168.1.3
2015-07-08 16:33:15.762 .995 192.168.1.3 72.246.45.215 1360 725 136
2015-07-08 16:33:15.852 .933 72.246.45.215 192.168.1.3 952 510 136
2015-07-08 16:33:18.641 G.068 192%4g8.1.3 239.255.255.250 7 1442 1330 206
Summary: total flows: 2§, total bytes: 10507, Jotal packets: 119, avg bps: 3725, avg pps: 5, avg bpp: 88
Time window: 2015-07-08 OSW&4{.55 - 2015-0d-0% 16:33:36

Total flows processed: 75, Blocks skipped: 0, Bytes read: 4320

Sys: 0.003s flows/second: 22097.8 Wall: 0.000s flows/second: 250000.0

204.0.4.251
192.168.1.3
10.13.141.87
17.178.104.63
17.154.239.222
17.154.239.223
192.168.1.3

168 11200 84
172 11466 86
2052 730 108
275 12716 55
396 3840 44
176 1830 44
396 3840 44
528 5450 44
432 12943 72
176 1835 44
139 12930 46
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Network FaceTime Artifacts

(2)

® Session Traversal Utilities for NAT (STUN)
® Traffic present at start of call
® STUN provides NAT detection, FaceTime Peer location
® Wireshark parsing does not appear accurate/complete

F WM W WM Rt WM P Y W RW WA W W P W T AR e P W W

Session Traversal Utilities for NAT
> Message Type: 0x0001 (Binding Request)
Message Length: 60
Message Cookie: 2112a442
Message Transaction ID: 0001395dbe3e4707d239431d
P USERNAME: -.+I
» Unknown
» Unknown
» Unknown
» ICE-CONTROLLING

® Current theory is that STUN allows local network peer
discovery for P2P FaceTime call
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FaceTime Video Call on LTE

Started 16:41:34, 6sec
+1-703-424-xxxx to +1-703-628-xxxx

| 458065926.390187

5858 16 4845741 0 458065940.066463 0

v 5859 16 +17036] |24 458065994.39063 352189
v 5837 8 +185681 14 458001571.145027 304258
v 5838 8 4148451 216 458001610.195131 11504921
5852 8 +185681 - 176 458051822.150882 5187296
V] 5856 8 +185681 0 458065737.131456 0

V 5861 8 < 4170361 6 458066494.827182 239415

Timestamp

= +170362¢ Phil Hagen 7/8/2015 4:41:34 PM(UTC+0)

461059492 7/8/2015 4:35:04 PM(UTC+0)
S |%+170362¢ Phil Hagen  [7/8/2015 4:33:14 PM(UTC+0)
Eh | 48457437 bhannon Church [7/8/2015 4:32:20 PM(UTC+0)
h 48457437  Bhannon Church [7/8/2015 4:32:06 PM(UTC+0)

+1 :  Joa &
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Network FaceTime Artifacts

$ nfdump -R . - 2015/07/08.09:41:30-2015/07/08.09:41:45 O tstart -A srcip,dstip
Date first seen o oe Dst IP Addr Packets Bytes bps Bpp Flows
Summary: total flows: 0, total bytes: 0, tot®l packets: 0, avg bps: 0, avg pps: 0, avg bpp: 0

Time window: 2015-07-03wQQ0:38:58 - 2015-04e®8 09:43:31
Total flows processed: 615, Blocks skipped: 0, Bytes read: 34560
Sys: 0.008s flows/second: 75349.2 Wall: 0.002s flows/second: 237635.2

Wireless network died
Network evidence went bye bye

Both phones seamlessly transferred to LTE
® Great for usability
® Sucks for analysis



Reality of the Smarthone

® Do we really know when we
are on WiFi vs. LTE?

® Does it change our user
capabilities?

® \What happens when we drop
off the network?

Camera Instagr ‘n
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Device Arrival Detection

® Device makes HTTP request to detect captive portal:
http://static.ess.apple.com/connectivity.txt

® |dentifies when new device goes online

® http.request.uri == "/connectivity.txt"

Filter:  Ip.addr == 192.168.1.3 A4 Mtp request uri == "fconnec » Expression  Clesr Apol, Save
No. Timme Source Destination Protocod Length o

100608 2015-07-0 23.207.44.52 wrTP 131 GAY /connectivity.txt NETP/3.2

L168.1.3
105679 2015-07+0 .108,1.3 23.207.44,52 WTTP 137 GET /connectivity.txt HITP/1.3
105683 2015.07-0 .168.1.3 23.207.44.52 WITP 131 GET /connectivity.txt HITP/Y.Y
105909 2013-07-0 L108,1.3 23.207.44.52 wrTP 131 GET /connectivity. txt MTTP/3 .3
105543 2015070 68.1.3 23,207.488.52 HTTP 131 GET /connectivity.txt HITP/1.)
105947 2015.07-0 .168.1.3 23.207.44.52 Wr P 131 GET /connectivity.txt HITP/S %
108474 2015-07-0 ,108.1,3 23,207,.44,.52 wTTP 137 GET /connectivity,txt NITP/1.0
108476 2015.07. .168,1.3 23.207.44.52 WTTP 137 GET /connectivity.txt HITP/1.)
108482 2015-07-C .168.1.3 23.207.44.52 WITP 131 GET /connectivity.txt NITP/1.2
108496 2015-07-0 108,1.3 23.207,448,52 WTTP 131 GET /connectivity,txt MTTP/3,)
108499 2015.07 -0 .168.1.3 23.207.44.52 HTTP 131 GET /connectivity.txt HITP/).Y
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Application Profiling

User Agent strings

$ tshark -n -r smartphone-network atnight.pcap -Y 'http.user agent' -T fields -e ip.src -e http.user agent
| sort | uniqg

192.168.1.2 653QP26LZG.com. tripit. tripitmobile.paid
192.168.1.3 AppStore/2.0 i0OS/8.4 model/iPhone6,1 build/12H143 (6; dt:89)

° 192.168.1.3 (iPhone 5s)
itunesstored/1.0 i0S/8.4 model{/iPhone6,1 »ullld/12H143 06; dt:89)
Mozilla/5.0 (iPhone; CPU iPhone US g% like MaC™UI"X]) AppleWebKit/600.1.4 (KHTML, like Gecko) CriOSs/

43.0.2357.61 Mobile/12H143 SafariZ&Q0. 1.4
Mozilla/5.0 (iPhone; CPU iPhoffe OS 8 4 lIke Mac OS X) AppleWebKit/600.1.4 (KHTML, like Gecko) Mobile/

12H143

Mozilla/5.0 (iPhone; CPU iPhone OS 8 4 like Mac OS X) AppleWebKit/600.1.4 (KHTML, like Gecko) Version/8.0

Mobile/12H143 Safari/600.1.4
Pinterest/5.0.2 CFNetwork/711.4.6 Darwin/14.0.0

° 192.168.1.2 (iPhone 6)
653QP26LZG.com. tripit.tripitmobile.paid
TripItPaid/5.3.0.150521670035 CFNetwork/711.4.6 Darwin/14.0.0

com.revolv.store/2.0.133 CFNetwork/711.4.6 Darwin/14.0.0

Revolv/2.0.133 (iPhonewmmi0S 8.4; Scale/2.00)
Instagram 7.1.0 (iPhone7,2/;)iPhone OS 8 4; en US; en) AppleWebKit/420+

Nest/5.0.1.12 (iOSj "4 platform=iPhone7,2
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Tracing HT TP Activity

® Opened Safari
* [oaded pages

® \What evidence is available and how much can we
learn?
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Smartphone Evidence

7/8/2015 42037 PM... |Has

the smartphone finally outsmarted us? |... |Safari http://smarterforensics.com/2015/02/has-the-smarty

g . 2 0

7/8/2015 4:25:50 PM... |facebook - Google Search Safari https://www.google.com/search?...
7/8/2015 4:25:53 PM... |Welcome to Facebook |Safari https://m.facebook.com/

Title: Practical Mobile Forensics

Last Visited:  7/8/2015 4:22:15 PM(UTC+0)

Visits: 1

URL: http: .2mazon.co ical-Mobile-Forensics-
ish- mi 17

Source; Safari
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Un-logged HTTP Artifacts

® User-Agent string is arbitrary and optional, but helpful

® HTTP Referer string indicates “where you came from”

b Frame TORTO! $61 bytes on wire (8488 Bils), 561 byles captered (4488 Bi1s) —
b Ethernet 11, Src: Apple Sd fe dd (& W 9c: 58 Te:dd), Out: Metgear 90 o< 12 (6 b0 co:Wb ec:T2)

b Internet Protocol Verston 4, Src: 192.168.1.3 (%92.968.1.0), Dat: TRE.22.100.203 (176.22.100,.205)

» Transmission Control Protocol, Sr¢ Port: S043% (504)%), Dat Port! 80 (M), SN, Ak 1, Len: &9

» [Expert Info (Chat/Sequence): GET /Practical -Mobile-Forensics-Satish-Soondtetty /dp/ A TRIJMII0 MTTR/) . Y\rin)
Roguest Wethod. LT

Peguest URT D /M actical i le - Foreniics-Satish mtwuyfmf"unﬂ‘o»

Regrst Yersion: WITF L Y
HOAT . s AR3JON . com'\r i\
Adcept-Encoding: grip, delflste’r\n

Comnett Lo bevp-alive\rin
Moot text/Mal el icatimnsaihtndcon]l el icationiesnl g 9. %% g0 . 8w
User-Agent: #ooillals. g (1Ptone. CFU tPhooe 06 A & Lake Moo OF X)) Applessdiit/) 00 t 4 (T, 1) ko) Versioass

Accept-Laoguage: sn-uirin

aY v
r\n

[NTTF reguent 1/4)
INrseeese A0 Sores ., JOTRR
Ineat coguest i frame. TIAJ2Y




Takeaways (1)

® Smartphone Forensics

® Tools primarily give insight to human-initiated actions...
Reality is they miss a lot of data that must be manually
recovered

® |ncludes artifacts from encrypted communications

® Provides consistent view as device enters/leaves
networks

® Have to acquire device — not always easy with mobile
devices
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Takeaways (2)

® Network Forensics

Limited by device presence — seamless WiIFi/LTE
handoffs severely hamper perspective

Encryption means functionally opaque communications,
but PassiveDNS can give some insight

Un/poorly documented protocols hinder analysis
Includes all activity including system/background tasks
Relatively easy to profile and analyze with most protocols
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Comprehensive Analysis!!

If you rely on only one forensic
methodology, you lose perspective!

No such thing as a single-discipline
iInvestigation

® Don't let yourself be a single-discipline
forensicator

FORa8a: Advanced Smartphone Forensics
http://fora8a.com/course

FORS72: Advanced Network Forensics and Analysis
http://foraT2.com/course




