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Welcome to the Tap House 

Network Forensics 

!  Talk about new, cool, or 
otherwise notable 
developments in the general 
domain of network forensics 

!  We monitor networks with a tap 

Craft Beer 

!  Talk about (US) craft beer 
industry, craft  
breweries,  and 
good craft beers 

!  We get beer  
from a tap 

Links relevant to this presentation: 
http://for572.com/taphouse 
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Phil Hagen 

!  SANS Certified Instructor, FOR572 Course lead 

!  Evangelist, Red Canary (Managed Threat Detection) 

!  Forensic/infosec consultant: LE, DoD, IC, commercial 

!  Craft Beer fan (Hopeful homebrewer someday) 
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HTTP Through the Ages 

!  Protocol History: 
!  HTTP/0.9: 1991 (should never be seen) 
!  HTTP/1.0: 1996 (rare but not unheard of) 
!  HTTP/1.1: 1997 (most common today) 
!  HTTP/2: 2015 (highly optimized via 

multiplexing) 
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<= HTTP/1.1 is 
Straightforward 

!  Request/response protocol 

!  ASCII-based 

!  Standard layout between headers and object 

!  >1 request/response per TCP socket with Keep-Alive 

!  Encoding and compression for objects… 
…but headers are ALWAYS plain old ASCII 
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Let’s go look at  
some http/1.1 traffic  

in Wireshark! 
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HTTP/1.1… 
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!  Craft	Brewery	Definition	
#  Small:	<6M	barrels/year	

#  Independent:	<25%	ownership	by	non-craft	

#  Traditional:	Majority	of	alcohol	from	traditional	or	
innovative	ingredients	

#  Note:	“microbrewery”=	<15k	bls,	75%	off-site	sales	
!  Craft	beer	is	11%	of	beer	market	
!  Currently	over	3,400	breweries	in	the	US	

#  Dozens	of	beer	styles	–	find	something	you	enjoy!	
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!  No	US	macro	brewery	is	US-owned	
#  AB-INBEV	(Belgium)	

#  SAB-MILLER-COORS	(UK)	
! Macro	brewers	do	good	job	creating	
consistent	product	with	natural	ingredients	

!  Craft	brewers	do	a	great	job	creating	good	
beers	with	natural	ingredients	
#  Creativity	encouraged	–	no	ingredient	restrictions	

AB InBev took over SAB-Miller-Coors for US$106B
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Now, let’s go look at  
some http/2 traffic  

in Wireshark! 
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HTTP/2… 
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HTTP/2 Changes Things…  
A Lot (1) 

!  Binary w/ header compression 

!  Today, most often used with SSL (and PFS), but not req’d 
!  Bet you didn’t know you were using it already! 

!  Connection can “upgrade” from HTTP/1.1 to HTTP/2 

!  Tagged objects complicates Wireshark analysis 
!  “tshark -T fields” dead for HTTP/2 traffic (for now?) $ 
!  Common HTTP conveniences (related packets, etc) not 

implemented (yet) 
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How to Access for Analysis? 

!  Debug settings for Chrome/
Firefox 

!  Debug settings to log session 
keys (including PFS) 

!  See Sally Vandeven’s SANS 
Gold Paper for detailed steps 
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HTTP/2 Changes Things…  
A Lot (2) 

!  Multiplexed data streams 
!  Including stream dependencies and prioritization 
!  Each stream can be RST independently of others 
!  Entire connection can be closed via GOAWAY frame 

! Servers can proactively "push" 
responses into client caches 
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!  Dogfish	Head	Craft	Brewed	
Ales:	Delaware	

#  1995:	1st	brewery	in		
the	First	State	

#  Today:	Craft	leader	
#  Recent	15%	stake	
investment	

!  Typically	high	ABV,	creative	
beers	(30+/yr)	

#  IPAs:	60min,	90min,	
120min,	Sixty	One	

#  Ancient	Ales:	Midas	
Touch,	Theobroma,	
Chateau	Jiahu	

#  Music:	Faithfull,	American	
Beauty,	Miles	Davis	
Bitches	Brew,	Positive	
Contact	

#  Wood	aging	program:	
Burton	Baton,	Palo	Santo	
Marron	

#  Distilled	spirits:	Rum,	
Vodka,	Gin	
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Basic HTTP/2 Process 

!  TCP 3-way handshake [SSL negotiation] 

!  Server setup via SETTINGS frame 

!  Client “Magic”, request via SETTINGS, HEADER frames 
!  Typical HTTP/1.1 request fields part of HTTP/2 HEADERs 

!  Server response via SETTINGS, HEADER, DATA frames 

©2015 Lewes Technology Consulting, LLC 



©2015 Lewes Technology Consulting, LLC 



GET / HTTP/1.1 

Host: twitter.com 

... 

HTTP/2 Request 
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HTTP/2 Response Headers 
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HTTP/2 Response Body 
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Single HTTP/2 Request… ? 

Stream ID 1: http://192.168.75.93:8080/server.js 
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HTTP/2 Server Push (1) 

NEW Stream ID 2: http://192.168.75.93:8080/client.js 
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HTTP/2 Response (Expected) 

Stream ID 1: http://192.168.75.93:8080/server.js 
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HTTP/2 Response (Pushed) 

Stream ID 2: http://192.168.75.93:8080/client.js 
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Current Status 

!  Browsers/servers/sites using HTTP/2 
!  Chrome, Firefox, MS IE Edge, Safari 9+, Opera, curl… 
!  Apache, nginx, IIS… 
!  Twitter, Google 

!  Wireshark analysis via exported client ephemeral keys 
(often TLS and PFS) (See Sally’s paper in Evernote) 

!  Squid 4 will fully handle HTTP/2 

!  Layer 7 logs are best chance for continued visibility 
©2015 Lewes Technology Consulting, LLC 
(Brand names/logos are sole property of their trademark/copyright owners) 



!  Dogfish	Head	90min	IPA	
#  “Perhaps	the	best	IPA	in		
America”	–Esquire	Mag	

#  “The	best	IPA	I	know”	–Phil	

#  9%	ABV,	90	IBU	

#  Continuously	hopped	
#  Available	year	round:	AZ,	CA,	CO,	CT,	DC,	DE,	FL,	
GA,	IL,	KY,	MA,	MD,	ME,	MI,	NC,	NH,	NJ,	NV,	NY,	
OH,	OR,	PA,	SC,	TX,	VA,	VT,	WA	
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Questions 
phil@lewestech.com | @PhilHagen 

Links relevant to this presentation: 
http://for572.com/taphouse 

Tagged with the episode number (0x00) 

©2015 Lewes Technology Consulting, LLC 


