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Welcome to the Tap House

Network Forensics Craft Beer
¢ Talk about new, cool, or ¢ Talk about (US) craft beer
otherwise notable industry, craft
developments in the general breweries, and
domain of network forensics good craft beers

¢ We monitor networks withatap 6 We get beer
from a tap

Links relevant to this presentation:
http://£for572.com/taphouse
Tagged with the episode number (0x00)
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Phil Hagen

¢ SANS Certified Instructor, FOR572 Course lead
¢ Evangelist, Red Canary (Managed Threat Detection)
¢ Forensic/infosec consultant: LE, DoD, IC, commercial

¢ Craft Beer fan (Hopeful homebrewer someday)
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(Brand names/logos are sole property of their trademark/copyright owners)

©2015 Lewes Technology Consulting, LLC




HTTP Through the Ages

¢ Protocol History:

HTTP/0.9: 1991 (should never be seen)
ATTP/1.0: 1996 (rare but not unheard of)
ATTP/1.1: 1997 (most common today)
HTTP/2: 2015 (highly optimized via
multiplexing)
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<=HTTP/1.11is

Straightforward

¢ Request/response protocol

¢ ASCIl-based

¢ Standard layout between headers and object

¢ >1 request/response per TCP socket with Keep-Alive

¢ Encoding and compression for objects...
...but headers are ALWAYS plain old ASCII
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Let'S go look at
some http/1.1traffic
in Wireshark!
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Wireshark - Follow TCP Stream (tcp.stream eq 22) - http

GET / HTTP/1.1
HOSL: www.Ccnn.com

Connection: keep-alive

Accept:

text/html, application/xhtml+xml, application/xml;q=8.9, image/webp, */*;q=9.8
n " B = ser-Agent: Mozilla/%.9 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/42.8.2311.152 Safari/%37.36
Accept -Encoding: gzip, deflate, sdch
Accept-Language: en-US, en;q=9.8

HTTP/1.1 200 OK
x-servedByHost: prd-10-08-168-38.nodes.%6m.datio.net
Cache-Control: max-age=3660
X-XSS5-Protection: 1; mode=block
Content-Security-Policy: default-src 'self' http://*.con.com:*
https://*.cnn.com:* *.cnn.net:* * . turner.com:* * ugdturner.com:*
*.vgtf.net:*; script-src "unsafe-inline' ‘unsafe-eval' 'self' *; style-src
‘unsafe-inline' ‘self' *; frame-src 'self' *; object-src 'self' *; img-src
‘self' * data:; media-src ‘self' *; font-src 'self' *; connect-src "self' *;
Content-Type: text/html; charset=utf-8
Content-Encoding: gzip
via: 1.1 varnish
Content-Length: 28450
Accept -Ranges: bytes
Date: Thu, €5 Jul 2015 21:48:27 GNT
via: 1.1 varnish
Age: &7
Connection: keep-alive
P — e ——— X-Served-By: cache-1ad2151-IAD, cache-atls227-ATL
i X-Cache: HIT, HIT
National Threat Advisory ot
X-Timer: S14364785687.0643218,VSH,VES
Vary: Accept-Encoding

B Breaking News, U

www.cnn.com
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W A B | e k./.1.6r#.&.c0¥q..Cn.:..... OB P i s h.CQ..
LEE v LE » ~n " L 2
Pocket 521 4 chent pitiy) 20 servey phtly). 7 turas Chck to sedect
Entire conversation (35 kB) = Show data as ASCH
Find;
Help Hide this stream Print
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Craft Brewery Definition
Small: <6M barrels/year
Independent: <25% ownership by non-craft

Traditional: Majority of alcohol from traditional or
innovative ingredients

Note: “microbrewery”= <agk bls, 75% off-site sales
Craft beer is 11% of beer market
Currently over 3,400 breweries in the US

Dozens of beer styles — find something you enjoy!



AB-INBEV (Belgium) Asi;‘mev took oyep

SAB-MILLER-COORS (UK) MJ‘11@1'-(300 rs
Macro brewers do good job creatlrt-'g9 1068
consistent product with natural ingredients

Craft brewers do a great job creating good
beers with natural ingredients

Creativity encouraged — no ingredient restrictions



Now, let’s go look at
some hitp/2 traffic
in Wireshark!
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HTTP/2 Changes Things...

¢ Binary w/ header compression

¢ Today, most often used with SSL (and PFS), but not req’d
Bet you didn’'t know you were using it already!

¢ Connection can “upgrade” from HTTP/1.1 to HTTP/2

¢ Tagged objects complicates Wireshark analysis
“tshark -T fields” dead for HTTP/2 traffic (for now?) ®

Common HTTP conveniences (related packets, etc) not

implemented (yet)
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How to Access for Analysis?

Wireshark - Preferences

¢ Debug settings for Chrome/ Soulseek 5 cocure sockets Layer

SoupBInTCP

. SPDY RSA keys list Edit...
F I refOX SPRT SSL debug file
SRVLOC
SSCOP Browse...
. . _SSH & Reassemble SSL records spanning multiple TCP segments
‘ Debug Settl ngs to Iog SeSSIOn NAC 506 & Reassemble SSL Application Data spanning multiple SSL records
keyS (l nC| Ud | ng P FS) :::Tffmm Message Authentication Code (MAC), ignore "mac failed”
STP Pre-Shared-Key
:E; I (Pre)-Master-Secret log filename I
’ >
‘ See Sa | Iy Va n d eve n S SAN S Z‘;,NCHROPH‘ /home/sansforensics/tmp/session_keys.log Browse,
. T.38
Gold Paper for detailed steps TACACSH
TAL

S0ehe 0100819999 74 BdcO)i1be 849
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HTTP/2 Changes Things...

A Lot (2)

¢ Multiplexed data streams
Including stream dependencies and prioritization
Each stream can be RST independently of others
Entire connection can be closed via GOAWAY frame

¢ Servers can proactively "push”
responses into client caches f o

'\
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8
~
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Lat’s Exolore
A Braweary 4

LS

ﬁ

0
' \
06

- Dogfish Head Craft Br{ b\
Ales: Delaware \ '

= 1995: 1st brewery w’ )

N AC
' L
-

~ the First State . :=. I, American
- Today: Craft léader‘ S Dav.is.
* Recent 15% stake ,,j. , Positive
investment ) IR
-+ Typically high ABV, creative J program:
beers (30+/yr) 1{ 2 on, Palo Santo
=+ IPAs: 6omin, gomm, e

120min, Sixty One pirits: Rum,
. n .
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Basic HT TP/2 Process

¢ TCP 3-way handshake [SSL negotiation]
¢ Server setup via SETTINGS frame

¢ Client “Magic”, request via SETTINGS, HEADER frames
Typical HTTP/1.1 request fields part of HTTP/2 HEADERSs

¢ Server response via SETTINGS, HEADER, DATA frames
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Wireshark - Follow SSL Stream (tcp.stream eq 1) - twitter

SM
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HTTP/2 Request

v HyperText Transfer Protocol 2
v Stream: HEADERS, Stream ID: 13, Length 385
Length: 385
Type: MEADERS (1)
» Flags: ox2$
oot 2vae tew wevs s1ss swsw sves ss2es = Reserved: 9x06000000
000 0090 0000 POOGO 0000 DOGO HOGP 1191 = Stream Identifier: 13
[Pad Length: 8]

Qune svip anne wosw. sare, ness anss . #avd B EXOIIRIVE: -FRlINE
c;] .000 0000 0000 DOOD S000 B0BO 0000 1011 = Stream Dependency: 11
Weight: 31
[Weight real: 32)
}1« Header Block Fragment: 8204816341884f832525b1721e9f877abad07f66a281boda. . .

Header: :method: GET
Header: :path: /
rauthority: twitter.com

user-agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:41.0) Gecko/201680101 Firefox/41.6
accept: text/html,application/xhtml+xml, application/xml;q=0.9,°/";0-9.8

Header: accept-language: en-GB,en;q=0.5

Header: accept-encoding: gzip, deflate

Header : cookie: ua="f$5, m2,nS, nsw"

Header: cookie: guest _1d=viIN3AL144949755514642649

Header: cookie: _ga=0A1.2.1293733805.1449497557

Header: cookle: _gat=1

Header: cookie: pild="v3:14494097557275665951162773"

Header: cookie: UtmA=43838368. 1293733805, 1449497557 .1445497570.1449497576.1

Header: cookie: utmb=438383068.1.9.1449497570

- el .

»
»
»
»
»
»
»
»
>
»
»
»
»
»
»
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HTTP/2 Response Headers

00 1f & T e
93 d8 5f
95 d8 55 e A e
dé 00 7f 5a
21 ea 49 6a
ff e6 Pa 41 2c -, a
- » Header: :status: 200

» Header: cache-control: no-cache, no-store, must-revalidate, pre-check=0, po
Header: content-encoding: gzip

Header: content-length: 14591

Header: content-security-policy: script-src https://connect.facebook.net ht
Header: content-type: text/html;charset=utf-8

Header: date: Mon, 07 Dec 2015 14:14:39 GMT

Header: expires: Tue, 31 Mar 1981 ©5:00:00 GMT

Header: last-modified: Mon, ©7 Dec 2015 14:14:39 GMT

Header: pragma: no-cache

Header: server: tsa b

Header: set-cookle: _twitter_sess=BAh7CSIKZmxhc2hJQzonQwNoawouQ29udHJIvbGxlc
Header: set-cookie: ua="f5,m2,m5, msw"; Expires=Mon, 07 Dec 2015 15:14:39 GM
Header: status: 200 0K

Header: strict-transport-security: max-age=631138519

Header: x-connection-hash: 252892347adad46fe76d6d6ead55efchbl

Header: x-content-type-options: nosniff

Header: x-frame-options: SAMEORIGIN

Header: x-response-time: 21

Header: x-transaction: fa3dd173b833c723

Header: x-twitter-response-tags: BouncerCompliant
Header: x-ua-compatible: IE=edge,chrome=1

Header: x-xss-protection: 1; mode=block

©2015 Lewes Technology Consulting, LLC
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HTTP/2 Response Body

[2 Reassembled TCP Segments (4125 bytes): #88(2904), #90(1221)]
Secure Sockets Layer

Secure Sockets Layer

[2 Reassembled SSL segments (8153 bytes): #90(4096), #90(4057)]
HyperText Transfer Protocol 2

» Stream: DATA, Stream ID: 13, Length 8144 b

v HyperText Transfer Protocol 2

» Stream: DATA, Stream ID: 13, Length 48 h

v HyperText Transfer Protocol 2

» Stream: DATA, Stream ID: 13, Length 225 h

[3 Reassembled TCP Segments (4125 bytes): #92(1452), #94(1452), #101(1221)]
Secure Sockets Layer

Secure Sockets Layer

[2 Reassembled SSL segments (6183 bytes): #101(4096), #101(2087)]

HyperText Transfer Protocol 2

» Stream: DATA, Stream ID: 13, Length 6174 h

HyperText Transfer Protocol 2

» Stream: DATA, Stream ID: 13, Length © h

4 V. vV v v

. B B AN MR ¢

<
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Single HTTP/2 Request... ?

15 4.13876 192.168.75.69 192.168.75.93 HTTP2 90 Magic
192.168.75.69 192.168.75,93 HTTP2 108 SETTINGS, HEADERS

19 4.15016 192.168.75.93 192.168.75.69 HTTP2 75 SETTINGS

21 4.151234 192.168.75.69 192.168.75.93 HTTP2 75 SETTINGS

22 4.165728 192.168.75.93 192.168.75.69 HTTP2 75 SETTINGS

26 4.170181 192.168.75.93 192.168.75.69 HYTP2 1514 PUSH_PROMISE

27 4.170816 192.168.75.93 192.168.75.69 HTTP2 225 DATA

29 4.171556 192.168.75.93 192.168.75.69 HTTP2 77 HEADERS

R N L L A L L R SEw e AR e -

,000 0000 6060 000 DBOO 0000 0060 OB = Stream Identifier: ©
v Stream; HEADERS, Stream ID: 1, Length 24

Length: 24
Type: HEADERS (1)

» Flags: Ox8%
0., X b e i a e e RE e A Reserved: Ox668660000
6060 6000 0666 6060 DOOP 0060 6866 6601 = Stream Identifier: 1 6
(Pad Length: B8)
Header Block Fragment: 8682418a8be25c2e3chbbadaefb3f44886105b3b96cS5faz3f
[Header Length: 91)

» Header: :scheme: http

» Header: :method: GET

» Header: :authority: 192.168.75.93
Reader: :path: /server.}s
Padding: <MISSING>

N

Stream ID 1: http://192.168.75.93:8080/server. js
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HTTP/2 Server Push (1)

15 4.138762 192.168.75. - .75. HTTP2 90 Magic

17 4.139558 192.168.75.69 192.168.75.93 HTTP2 108 SETTINGS, MEADERS
19 4.150162 192.168.75.93 192.168.75.69 HTTP2 75 SETTINGS

21 4.151234 192.168.75.69 192.168.75.93 HTTP2 75 SETTINGS

22 4.165728 192.168.75.93 192.168.75.69 S SETTINGS

, 26 4.1761861 192.168.75.93 192.168.75,69 TP2Z 1514 PUSH_PROMISE
27 4.176816 192.168.75.93 192.168.75.69 HTTP2 225 DATA
29 4.171556 192.168,75.93 192.168.75,69 HTTP2 77 HEADERS
Length: 27

Type: PUSH_PROMISE (5)

» Flags: Ox04
9,.. 5o 6ses 804 BaEs ass sos s = Reserved: 0x00000000
066 0000 G600 0000 000D 6GO0 DOOO 0001 = Stream Identifier: 1 é
(Pad Length: 8)
B.iii asss s1as save asas sane srne sess B RESErved: 0xo0000000
. 000 0000 0600 ODOGO 0OOO 0060 DDOO 0010 = Promised-Stream-1D: 2 *
Header: \3ST\277T\275\357T\ 277 \27SA\IST\2TT\275\V\3ST\2TT\ 275\ . <\JIST \29T\27S5\357T\2TT\275\357\277
[Header Length: 91)

» Meader: :method: GET

» Header: :scheme: http

» Header: :authority: 192.168.75.93

Reader: :path: /client.js
Padding: <MISSING> -~

NEW Stream ID 2: http://192.168.75.93:8080/client. js
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HTTP/2 Response (Expected)

138762 192.168.75.69 192.168.75. 96 Magic
17 4.139550 192.168.75.69 192.168.75.93 HTTP2 168 SETTINGS, HEADERS
19 4.158162 192.168.75.93 192.168.75.69 HTTP2 75 SETTINGS
21 4.151234 152.168.75.69 192.168.75.93 HTTP2 75 SETTINGS
22 4.165720 192.168.75.93 192.168.75.659 HTTP 75 SETTINGS
' 26 4.170161 192.168.75.93 192.168.75.69 4 PUSH_PROMISE

192.1088.75.93
29 4.171556 192.168.75,93 192.168, HTTP2 17 HEADERS

L L I ) P R T ew s BTN e

Frame 27: 225 bytes on wire (1886 bits), 2295 bytes captured (1860 bits)
Ethernet II, Src: CadausCo ed:9c:fa (08:00:27:ed:9¢c:fa), 0st: Apple 9¢:4a:57 (ac:bc:32:9¢:4a:57)
Internet Protocol Version 4, Src: 192.168.75.93, Dst: 1592,.168.75.69
Transmission Control Protocol, Src Port: 8680 (8688), Dst Port: 62460 (62468), Seq: 1476, Ack: 76, L
[2 Reassembled TCP Segments (1546 bytes): 226(1387), #27(1%9)]
HyperText Transfer Protocol 2
v Stream: DATA, Stream ID: 1, Length 1537

Length: 1537

Type: DATA (©)

» Flags: 9x61

() sedn i npue @ cose abse swme s Reserved: 6x000809660

,000 9666 HHEO 0060 6560 PPOP OGO 8961 = Stream Identifier: 1 é

[Pad Length: 8]

Data: 766172206673203d2072657175697265282766732729300a.

Padding: <MISSING>

4 ¥ v ywvow

M

Stream ID 1: http://192.168.75.93:8080/server. js
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HTTP/2 Response (Pushed)

21 4.151234 .168.75.69 - A HTTP2 75 SETTINGS

22 4.165728 192.168.75.93 192.168.75.69 NTTP2 75 SETTINGS

26 4.176161 192.168.75.93 192.168.75.69 NTTP2 1514 PUSH_PROMISE
27 4.170816 192.168.75.93 192.168.75.69 NTTP2 25 DATA

29 4.171556 .168.75.93

33 4.173183 192.168.75.93 192.168.75.69 HTTP2 75 DATA
36 4.176769 192.168,75.69 192.168.75,.93 HTTP2 78 WINDOW_UPDATE

» Frame 31: 1560 bytes on wire (12660 bits), 1560 bytes captured (12600 bits)
» Ethernet 1I, Src: CadmusCo_ed:9c:fa (£8:00:27:ed:9c:fa), Dst: Apple Se¢:4a:57 (ac:bc:32:9¢:4a:57
» Internet Protocol Version 4, Src: 192.168.75.93, Dst: 192.168.75.69
» Transmission Control Protocol, Src Port: 8680 (8688), Dst Port: 62460 (62460), Seq: 1646, Ack: 76, L
v HyperText Transfer Protocol 2
v Stream: DATA, Stream ID: 2, Length 1425
Length: 1425
Type: DATA (9)
» Flags: 0x00
0.. aas nsand aswa i g aa s bee L ds = Reserved: O0x0O000000
.086 0000 0600 OO0 0000 0060 DPEO 0010 = Stream Identifier: 2 é
(Pad Length: 0]
Data: 766172206673203d20726571756972652827667327293b6a. ..
Padding: <MISSING> Y

Stream ID 2: http://192.168.75.93:8080/client. js
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Current Status

¢ Browsers/servers/sites using HTTP/2
Chrome, Firefox, MS I Edge, Safari 9+, Opera, curl...
Apache, nginx, lIS...
Twitter, Google

¢ Wireshark analysis via exported client ephemeral keys
(often TLS and PFS) (See Sally’s paper in Evernote)

¢ Squid 4 will fully handle HTTP/2

¢ Layer 7 logs are best chance for continued V|S|b|I|ty
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- Dogfish Head gomin IPA

 “Perhaps the best IPA in
America” —Esquire Mag

+ “The best IPA | know" —Phil
- 9% ABV, g0 IBU
» Continuously hopped

+ Available year round: AZ, CA, CO, CT, DC, DE, FL,
GA, IL, KY, MA, MD, ME, MI, NC, NH, NJ, NV, NY,
OH, OR, PA, SC, TX, VA, VT, WA




Questions

phil@lewestech.com | @PhilHagen

Links relevant to this presentation:
http://for572.com/taphouse
Tagged with the episode number (0x00)
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